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Strategic Overview
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Security Onion IDS Monitoring
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Trellix Endpoint Protection
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SDWAN Security Applied
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LEGEND:

Cyber Protection Functionality Enhanced
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PROPOSED INSTITUTIONAL CYBERSECURITY MECHANISMS
2023 to 2024





Client Patching
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Before

Servers

0

1

M
G
M
T

S GE 0 L

CONSOLE ENEN

AUX GE 0/0/0POE

GE 0/0/1POE

S

S

L

L

SFP
E
N

S
0

E
N

S
1

GE 0/0/2

GE 0/0/3

S L

L

SFP
E
N

S
2

E
N

S
3

NIM 2

4431

NIM 3NIM 1

SEE MANUAL BEFORE REMOVING SEE MANUAL BEFORE REMOVING SEE MANUAL BEFORE REMOVING

ISR 4431

Fortigate
PBX Telco

Sites
• Samoa – Alafua SYS IP 1.1.1.50
• Solomons – Honiara SYS IP 1.1.1.55
• Tonga SYS IP 1.1.1.75
• Vanuatu – Emalus SYS IP 1.1.1.85

User Clients

After

Unified
Comms

Sites
• Samoa – Alafua SYS IP 1.1.1.50
• Solomons – Honiara SYS IP 1.1.1.55
• Tonga SYS IP 1.1.1.75
• Vanuatu – Emalus SYS IP 1.1.1.85

NIM 1

M2

0

SS

1

... 1G

... 1G

... 1G

... 1G

10G

10G

+

...

... NIM 2I

PIM 1

SM SLOTS
1 2

RFID

C8300-2N2S-4T2X
SD WAN Router

Servers

User Clients



Other Campuses
Before
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SDWAN Analytics



SDWAN Security



Email Security



Security Onion & Wuzuh



Future
• Tender

– Cloud Security.
– NGFW.

• Eco System
– API Integration.
– Single Plane of Glass.

• User Awareness & Direction
– Directed focus and training.
– 2 Factor for All Authentication (IT Services Complete)
– DUO & Microsoft Authenticator

• Low Hanging Fruit



Thank You & Questions

Bridging the Pacific

Email:
marika.qalomai@usp.ac.fj
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