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He Keke, He Keke Ranei?

 \What this talk is/isn’t...

2{ An expert analysis of IDNs

W A nerds ideas on increasing the use of IDNs



What are IDNs?

e Allows use of non-ASCII characters in domain names
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W hat are Internationalised
Domain Names (IDNs)?

* Enabled through IDNA2003 by ICANN in 2003
— RFC 3490: Internationalizing Domain Names in Applications (IDNA)

— RFC 3492: Punycode: A Bootstring encoding of Unicode for
Internationalized Domain Names in Applications (IDNA)

* Further refined in IDNA2008 in 2010
- RFC5H5890, RFC5891, RFC5892, RFC5893, RFC4894

* Uses “punycode” to encode non-ASCII unicode characters



Punycode

U-Lable: maori.nz
A-Lable: XN--Mori-gsa.nz

xn-- = ACE Prefix / “Prefix”

* mori = Basic String/ “Scaffold”
* - = Delimiter

* gsa = Extended String/ “Instructions”



Extended String / “Instructions”

The non-ASCII characters are sorted by Unicode value, lowest first (if a character occurs more than once,
they are sorted by position). Each is then encoded as a single number. This single number defines both the
location to insert the character at and which character to insert.

* Anindex into the result to insert the code at, starting at O (for insertion at the start).
* The number of insertionPoints (current length of the result plus one).
* The reducedCodepoint is the Unicode code point to insert minus 127.

The encoded number is insertionPoints x reducedCodepoint + index. By dividing by insertionPoints and
also getting the remainder, a decoder can determine reducedCodepoint and index.

The number is encoded using the letters a through z and the digits O through 9. It is not base-36 but a
more complex scheme, generalized variable-length integers, which allows the numbers to be
concatenated with nothing separating them.

Punycode (2025) Wikipedia. Available at: https://en.wikipedia.org/wiki/Punycode (Accessed: 24 November 2025).



Scripts & Lable Generation Rules

* Scripts are defined by the Unicode Character Database
— Latin, Greek, Armenian, Hebrew, Arabic, etc.

— Te Reo Maori is Latin script

* Lable Generation Rules (LGRSs)

— Define rules for TLDs and can be defined for seccond level domains
— Root Zone Label Generation Rules Version 6 (RZ-LGR-6) defines rules for TLDs
— .nz has an “IDN Table” which is defined as “nz-latn-1.0"

It allows a-z, 0-9, a, €, 1, 0, U and hyphens (-)



Real World Examples
AEFHA T E[OF .com

xn--oy2b35ckwhbab/74atvuzkc.com

Starbucks Korea




Real World Examples

npe3naeHT.pd
xn--dlabbgf6aily.xn--plai

The Kremlin (redirect to kremlin.ru)



Security Implications

* Homograph Attacks

~ Exploits the fact that there are many unicode characters
that look like ASCII characters

* Basic String Collision

~ When changing a single non-ASCI| charater in an IDN the
scaffold remains but the instructions change, i.e...
* maori.nz = xn--mori-gsa.nz

meori.nz = xn--mori-bva.nz



Homograph Attacks

 I[n 201/ Xudong Zheng registered...

apple.com

* |nstead of...

apple.com
N&



Homograph Attacks

e [t worked as it only contained characters from
one script (cyrillic)

apple.com

xn--pple-43d.com
N&



Homograph Attacks

Hey there! X |+

€ 0O A https//www.apple.com

& www.apple.com

Secure Connection




Software Issues

* Firefox shows punycode and will not show the U-Lable in
autocomplete...

CIARIf. XN--N-pia.nz/

@ Ingoa Ipurangi, Kore Utu! - né.nz — ira.né.nz

* Chrome displays U-Label in address bar but A-Lable on TLS cert...

Certificate Viewer: ira.xn--n-pia.nz

General Details

Issued To
Common Name (CN) ira.xn--n-pia.nz
Organisation (0) <Not part of certificate>
Organisational Unit (OU)  <Not part of certificate>




Software Issues

. A —— . .
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Linguistic Necessity

* Getting language correct is important to avoid
confusion and embarrassment....
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Linguistic Necessity
* Keke — Cake
e Keke — Armpit
e Kainga — Command to eat

e Kainga - Home



A Real World Example

e kaingaora.govt.nz — main site
e kaingaora.govt.nz — redirects to main site

 kaaingaora.govt.nz — redirects to main site

O 8 kaingaora.govt.nz

£ 7 Kainga Ora
“ Homes ondgCommunities




Universal Acceptance

ICANN Internationalized Domain Names Report (June 2025)...

"However, to fully harness the power of IDNs, the [CANN
community must continue to champion Universal Acceptance
(UA) to ensure that all domain names and email addresses,
regardless of script, language, or character length, can be used
seamlessly in all Internet-enabled applications, devices, and

systems.”



Ne.nz

ne

1.is that so? won't you? won't we? isn't it? -
interrogative emphasising a question, request or
proposal.

Mau nga rihi e horoi, né? / You'll wash the dishes,
won't you?



Ne.nz

* Free subdomains
* Full registry with RDAP and whois

* Security rules to prevent issues
— Verifible New Zealanders only
— Homoglyph bundling

— Open to ideas?



Kua Mutu Taku Korero

Tim Valentine — Founder, Ne.nz

https://www.linkedin.com/in/mr-tim-valentine
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